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Scheduled Jobs for SSH Transfers, Exports, and Imports  

For both exports and imports, a companion SSH Transfer job is required to integrate Aspen with another 

information system. 

This guide details the steps to create scheduled jobs. 

 

The steps for an Import are: 

1. Create the SSH Transfer job 

2. Create the Import job 

 

The steps for an Export are: 

1. Create the Export job 

2. Create the SSH Transfer job 
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1.0 Creating an SSH Transfer Procedure job 

1. Ensure the SSH Transfer Procedure is configured to be schedulable. This allows the creation of 

scheduled jobs. 

 
 

2. Enter the details for the job 

 

NOTE: A best practice for naming jobs is to start with the subject. This ensures Aspen will list 

related jobs together in the Jobs side-tab under Tools.  

For example, importing staff data consists of both an import and the SSH file transfer job. Use this 

naming convention so these two jobs show up together: 

 “Staff Data for Import”   - the actual import job 

 “Staff Data for Import Receive”  - the job to transfer the file for importing 

  

 Specify the start and end date and on what days the job should run (D) 
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For most jobs, an end date of many years in the future is used. 

 

 Specify the start time (required) and optionally the end time and repeat (E) 

The End time field is only used if the job should repeat multiple times during the day. In this case, 

use the Repeat time (minutes) field to specify the interval, and the End time field for when the 

job should no longer repeat.  

For example, the Mass Update Person Phone Numbers procedure runs every 60 minutes from 

8:30am to 4:30pm. 

 

 Use the Set button to enter the details for the file transfer (F) 

Finally, use the Set button to enter the specifics of the remote server for the file transfer. 

 

 

Server  Remote server hosting the staff data file 

User Id / Password  Credentials to login to remote server 

Port  Usually 22 

Transfer direction  “Receive” for transferring a file to Aspen 

Local file name  
Path and name where the file will be written on the Aspen server 

Example:   import/staff_data.csv 

 The import directory is fixed. All imports will look for a file 

in that directory. 
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 The file name (e.g., staff_data.csv) MUST correspond to the 

file used to create the import job. 

 

 When you create the job for the actual import, you will 

select a file from your local file system using the Set popup 

window.  

 The file name will be stored as part of that job and MUST 

correspond with the local file name entered in the SSH 

Transfer Procedure job.  

 Every time the import job runs, it will look for that file name 

in the import/ directory. See below for a screenshot of 

setting up the import job. 

 

Remove file name The path to the file on the server specified in the first field 
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2.0 Creating an Import Job 

After saving the SSH job, configure the import job. In this example, the name of the import is Staff Data.  

 

1. Ensure the import is schedulable. This allows the creation of jobs for the import. 

 

 

 

2. Enter the details for the job 

 

 

 

 Specify the start and end date and on what days the job should run (D) 

For most jobs, an end date of many years in the future is used.  

 

 Specify the start time (required) and optionally the end time and repeat (E) 
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The End time field is only used if the job should repeat multiple times during the day. In this case, 

use the Repeat time (minutes) field to specify the interval, and the End time field for when the 

job should no longer repeat.  

 Use the Set button to enter the details for the file transfer (F) 

Finally, use the Set button to identify the file name for the import. 

 

Choose a file from your desktop with the exact file name specified when configuring the SSH 

Transfer job. This uploads the file to the import/ directory, but more importantly stores the 

staff_details.csv file name in the parameters of the import job record. 

 

 

 

Each time the import job runs, it will look for the staff_details.csv file in the import directory. 

 

Because of this, the SSH job should be configured to run a few minutes prior to the Staff Data import 

job so that a new copy of the file will be on the server waiting to be imported. 
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3.0 Creating an Export Job 

 

For exports, it is common to start with creating the export job (in which you specify the file name to be 

exported) and then to create the SSH transfer job (in which the file name is referenced for the transfer to an 

SFTP server). The order is not important, however, only that the file names for each are the same. 

 

1. Ensure the export is schedulable. 

 

 

 

2. Enter the details for the job 

 

 

 

 For an export, either enter the parameters using the Set button, or check the Input defaults box 

to accept the defaults. (C) 

Selecting Input defaults is particularly important for exports that have a date parameter, but the 

default is “Today”. In this case, you do not want to use the Set button, as it will then always run 
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for a single date. Instead, selecting Input defaults ensures it always runs for the default date of 

“Today”. 

 

 Specify the delivery type and delivery address (D & E) 

For most exports, a file should be created on the Aspen server so that an SSH Transfer job can 

read that file and send it to an SFTP server. 

 

 Specify the start and end date and on what days the job should run (G) 

For most jobs, an end date of many years in the future is used.  

 

 Specify the start time (required) and optionally the end time and repeat (H) 

The End time field is only used if the job should repeat multiple times during the day. In this case, 

use the Repeat time (minutes) field to specify the interval, and the End time field for when the 

job should no longer repeat.  

 

Each time this export job runs, it will create a file named student_daily_attendance.csv and place it in the root 

directory on the Aspen server. 

 

With the export job created, the final step is to create a corresponding SSH Transfer job. 

 

Follow the instructions for creating an SSH Transfer job, but the direction will be Send instead of Receive. In 

addition, the local file name should not include the directory “import/” in front of the file name. For Send 

transfer jobs, the local file name is not inside any directory. 
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4.0 List of IP addresses to whitelist for Aspen to access a local SFTP 

server 

 

For outbound requests, Aspen servers use dynamic IP addresses (VIP) from MS Azure Datacenter located 

in Canada Central and Canada East region, which Microsoft may change at any time. 

 

Microsoft publishes the list of datacenter IP addresses and updates them periodically on their website. 

DSBs may download an XML file of these IP addresses from this page:  

 https://www.microsoft.com/en-us/download/details.aspx?id=41653  

Whitelist IP addresses from "CanadaCentral" for most environments and "CanadaEast" for the disaster 

recovery environment. 

For the latest updates from Microsoft, visit following link: 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-

addresses#dynamic  

Please note that if Microsoft updates this IP address list, it is the DSB's responsibility to update their 

firewall settings. 

 

https://www.microsoft.com/en-us/download/details.aspx?id=41653
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-addresses#dynamic
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-addresses#dynamic

